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diverse wireless protocols. Although this connectivity improves healthcare efficiency and pre-
cision, the coexistence of resource constrained and safety critical devices creates cybersecurity
and privacy challenges. This study presents a reproducible comparative vulnerability analysis
of Bluetooth Low Energy, Zigbee, Wi-Fi, LoRaWAN, and proprietary radio frequency telemetry.
The analysis combines qualitative threat characterization with quantitative assessment of a pro-
tocol oriented sample constructed from the National Vulnerability Database JSON 2.0 year feeds
labelled 2020 to 2025. Mean CVSS v3.x Exploitability and Impact subscores were normalized
against their maxima and combined into a descriptive baseline composite index. Deployment ex-
posure was considered separately through specified noncalibrated scenario multipliers. Analysis
of 4378 retained CVEs produced baseline composite indices ranging from R = 0.378 to R =
0.562. Differences in Exploitability distributions did not meet the significance threshold, with p
= 0.0561 and a negligible effect size. In contrast, Impact distributions differed statistically, with
p < 0.001 and a modest effect size, while Wi-Fi showed the clearest elevated Impact profile.
The scenario analysis proportionally rescaled the indices without changing the protocol ordering.
As the scenario parameters were not calibrated using operational healthcare data, the resulting
values should not be interpreted as measured hospital or home care risk. The findings can inform
comparative vulnerability prioritization, mitigation planning, and interpretation of deployment
conditions in IoMT systems.
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1. Introduction

The Internet of Medical Things (IoMT) represents a rapidly evolving ecosystem of healthcare technologies that interconnect
medical devices, embedded sensors, wireless networks, and cloud-based services to enable real-time data exchange and continuous
patient monitoring [1]. This convergence of biomedical engineering and wireless communication has reshaped preventive healthcare,
telemedicine, and data-driven clinical decision-making. Devices such as wearable trackers, implantable sensors, infusion pumps,
and diagnostic instruments are increasingly integrated into smart environments or directly attached to the human body, forming
a cornerstone of modern digital healthcare [2]. Unlike conventional IT systems, IoMT environments operate under stringent safety
and regulatory constraints. Devices must sustain real-time responsiveness and high availability while handling sensitive physiological
data, often without direct human supervision. Many operate in uncontrolled settings, such as patient homes or public facilities, where
connectivity is unreliable and network protection is not sufficient. Furthermore, physical limitations in processing power, memory,
and energy capacity restrict the use of computationally intensive cryptographic mechanisms, rendering security configuration a
critical design trade-off [3].

While IoMT connectivity enhances clinical functionality, the underlying protocol heterogeneity introduces a complex cybersecu-
rity landscape. Communication standards such as Bluetooth Low Energy (BLE), Zigbee, Wi-Fi, and LoRaWAN, although efficient and
interoperable, are primarily designed for consumer or industrial environments, rather than safety-critical healthcare contexts [4]. As
a result, adversaries exploit protocol-level weaknesses to intercept telemetry, disrupt clinical workflows, or compromise firmware in-
tegrity [5]. Exposure to untrusted networks further amplifies these risks. Home-based or mobile health devices often connect through
open access points and remain physically accessible to attackers. Weak encryption, insufficient authentication, or insecure update
mechanisms create entry points for unauthorized access. Once compromised, a device can serve as a pivot into hospital infrastruc-
tures or inject falsified sensor readings, potentially leading to diagnostic errors or unsafe therapeutic actions [6]. The fragmented
IoMT ecosystem, marked by vendor heterogeneity, proprietary firmware, and irregular patch cycles, complicates coordinated defense.
Moreover, regulatory obligations may delay firmware updates or restrict design modifications, producing operational inertia in inci-
dent response. These challenges underscore the need for a risk-oriented and context-aware approach to [oMT communication security,
one that evaluates not only the technical robustness of each protocol but also its operational exposure and clinical criticality [7].

To address these needs, this study presents a structured and comparative security assessment of five major IoMT communication
protocols: Bluetooth Low Energy (BLE), Zigbee, Wi-Fi, LoRaWAN, and proprietary RF telemetry. The analysis combines qualita-
tive threat modeling with quantitative evaluation based on vulnerability data extracted from the National Vulnerability Database'
(NVD, 2020-2025). By mapping protocol-related vulnerabilities and deriving comparative Likelihood and Impact indicators, the
study provides a transparent and reproducible framework for risk-informed protocol evaluation in healthcare networks. This ap-
proach complements existing protocol surveys and [oT/IoMT security reviews by adding a comparative, evidence-based perspective
on communication-layer risk. Rather than proposing a new communication protocol, security mechanism, or standalone theoretical
risk model, this study contributes a reproducible empirical cross-protocol security analysis based on a protocol-oriented sample de-
rived from the NVD JSON 2.0 year feeds labelled 2020 through 2025. The analysis goes beyond protocol-level mean comparison
by examining the distributions of CVSS Exploitability and Impact subscores, quantifying uncertainty in the resulting protocol-level
estimates, and statistically evaluating whether the observed differences across communication technologies are supported by the
underlying vulnerability data. The contribution therefore lies in the integration of large-scale vulnerability evidence, statistical cross-
protocol comparison, uncertainty assessment, and deployment-aware interpretation for loMT communication environments.

The main contributions of this study are summarized as follows:

» A reproducible cross-protocol analysis of a protocol-oriented sample derived from the NVD JSON 2.0 year feeds labelled 2020

through 2025 is performed for five communication technologies relevant to IoMT, resulting in 4378 retained CVE records with

valid CVSS v3.x Exploitability and Impact subscores.

Protocol-level vulnerability evidence is evaluated beyond mean-score comparison through descriptive statistics, bootstrap confi-

dence intervals, non-parametric Kruskal-Wallis testing [8], ordinal eta-squared effect-size analysis [9,10], and, where warranted

by a statistically significant omnibus result, post-hoc Dunn comparisons [11] with Holm correction [12]. The complete mathe-

matical formulation of these procedures is provided in Appendix A.

¢ A common data-derived baseline is established through normalized Exploitability—Impact indices, while deployment-dependent
assumptions are separated from the empirical baseline and examined independently through scenario-specific analysis.

¢ The quantitative findings are linked to protocol-specific security characteristics and mitigation requirements across hospital, home-
care, and constrained or implantable-device environments, providing practical support for vulnerability prioritization, protocol
configuration, and communication-layer risk management.

The rest of the paper is organized as follows. Section 2 reviews related work. Section 3 describes [oMT communication protocols.
Section 4 analyzes protocol-specific threats and vulnerabilities. Section 5 introduces and empirically evaluates the risk-assessment
methodology, and Section 6 presents deployment-aware mitigation strategies. Section 7 discusses the cross-protocol findings, their
practical implications, and the limitations of the analysis. Section 8 concludes the paper and outlines directions for future research.

! https://nvd.nist.gov/
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2. Related work

The rapid growth of IoMT has motivated extensive research on communication architectures, security challenges, and mitigation
frameworks. Surveys by Verma et al. [4] and Shaikh et al. [13] provide comprehensive overviews of IoMT system components and
network topologies, emphasizing how heterogeneous communication standards complicate interoperability and introduce inconsistent
trust assumptions across healthcare platforms. These studies collectively underline the need for adaptable security solutions that
consider the operational constraints and communication profiles of individual protocols.

Protocol-specific vulnerabilities have been examined in several works. In [14], the authors identified major weaknesses in Blue-
tooth Low Energy (BLE), including unauthenticated pairing and unencrypted communication modes prevalent in commercial devices.
Bellardo and Savage [15] analyzed Wi-Fi’s susceptibility to denial-of-service (DoS) and signal-jamming attacks, particularly in high-
density hospital environments. For Zigbee, security limitations linked to key reuse and weak join procedures were documented in [16].
Similarly, Noura et al. [17] investigated LoRaWAN’s dependence on MAC-layer encryption and static key management, showing that
such practices leave devices vulnerable to replay and injection attacks.

Beyond individual protocols, researchers have explored system-level risk modeling and holistic threat taxonomies. Alsubaei et
al. [18] proposed a multi-layered IoMT threat taxonomy spanning hardware, software, and network domains, though the analysis
remained primarily device-centric. Tournier et al. [19] introduced a unified framework for assessing IoT communication protocols
by comparing heterogeneity, openness, interoperability, and security mechanisms. Their study classifies attacks at packet, protocol,
and system levels, offering valuable insights into recurring weaknesses in communication stacks.

More recent contributions focus on comprehensive security governance and risk management. Svandova and Smutny [20] con-
ducted a scoping review of IoMT risk-assessment frameworks, identifying a lack of integrated tools that address both technological
and organizational aspects of healthcare cybersecurity. Dzamesi and Elsayed [21] reviewed major attack vectors such as malware
propagation and distributed denial-of-service (DDoS) and advocated lightweight, standardized defenses for constrained medical de-
vices. Asif et al. [22] proposed a two-phase dual-authentication mechanism aimed at strengthening protocol-level access control,
while maintaining energy efficiency.

3. Communication protocols in IoMT

Communication protocols form the foundation of IoMT systems, enabling secure and real-time data transmission among sensing
nodes, medical actuators, aggregation gateways, and cloud-based services. These protocols directly influence system latency, energy
efficiency, and overall reliability while also determining the security posture of clinical data exchange [4]. Their design must therefore
support mission-critical communication under stringent reliability and safety requirements, accommodating devices that range from
ultra-low-power wearables to high-bandwidth diagnostic systems. Unlike general IoT environments, communication failures in IloMT
deployments can directly compromise patient safety or therapeutic accuracy, making confidentiality, integrity, and availability both
clinical and technical imperatives.

IoMT deployments operate across diverse environments such as hospitals, ambulatory services, assisted-living facilities, and pa-
tient homes, each imposing distinct communication constraints. In hospital networks, abundant power and infrastructure support
high-bandwidth technologies, such as Wi-Fi, enabling continuous telemetry and imaging applications. In contrast, home-care and
remote-monitoring systems favor low-power and low-maintenance protocols such as BLE and LoRaWAN, which balance connectiv-
ity requirements with energy efficiency [13]. These differences illustrate that communication design in IoMT is inherently context
dependent, requiring trade-offs among throughput, power consumption, and regulatory compliance. In particular:

¢ Bluetooth Low Energy (BLE) is commonly embedded in wearable health trackers, glucose monitors, and portable electrocardio-
gram (ECG) sensors. Its low-power profile supports continuous, on-body telemetry but exposes devices to pairing and downgrade
attacks if not configured with authenticated modes.

e Zigbee is favored in mesh-based patient monitoring systems deployed in hospital wards, where its topology supports synchronized

vital-sign collection but may suffer from legacy join procedures and static network keys.

Wi-Fi (IEEE 802.11) underpins high-bandwidth applications such as real-time imaging, telepresence, and access to electronic

health record platforms. While ubiquitous in hospital infrastructure, partial WPA3 adoption leaves critical loMT workflows exposed

to credential theft and denial-of-service threats.

¢ LoRaWAN supports long-range, energy-efficient telemetry for home-care settings and rural patient monitoring (e.g., chronic

disease management). Its over-the-air activation and star topology make it scalable but introduce risks when keys are reused or

nonces are improperly handled.

Proprietary RF communication is prevalent in implantable devices such as pacemakers, insulin pumps, and neurostimulators.

These protocols optimize for ultra-low power and closed-loop control but often lack robust encryption or OTA update mechanisms,

making post-deployment mitigation difficult or impossible.

Beyond their individual characteristics, many IoMT systems employ multi-protocol layering. For example, a wearable device may
use BLE for local data collection, Zigbee for intra-hospital aggregation, and Wi-Fi for final transmission to cloud storage or hospital
networks. Each layer introduces distinct encryption schemes, addressing mechanisms, and energy profiles. An example of this general
layered communication architecture is illustrated in Fig. 1.

The diversity of communication technologies within IoMT introduces persistent challenges for interoperability, key management,
and consistent policy enforcement. Cross-vendor integration, asynchronous update cycles, and heterogeneous protocol stacks compli-

3
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Fig. 1. Multi-protocol IoMT communication via smartphone gateway architecture.

cate unified network governance. As a result, communication layer design must be evaluated not only from a performance standpoint,
but also from a security and dependability perspective.

4. Threat and vulnerability analysis

Building on the architectural overview discussed in the previous section, this section analyzes how protocol design characteristics
may lead into specific vulnerabilities and cross-layer security risks, establishing the foundation for quantitative risk assessment. The
IoMT threat landscape emerges from the interaction of constrained embedded devices, pervasive wireless connectivity, and hetero-
geneous protocol implementations, deployed across both clinical and non-clinical contexts. The analysis follows the STRIDE threat
model [23], correlating known weaknesses with specific protocol behaviors and operational settings. The objective is to demonstrate
how classical IoT threats emerge in safety-critical medical systems, where data integrity, device availability, and patient safety are
tightly interdependent.

4.1. Threat categorization using STRIDE

The STRIDE model classifies security threats into six categories: Spoofing, Tampering, Repudiation, Information Disclosure, Denial
of Service (DoS), and Elevation of Privilege [24]. These categories are directly relevant to [oMT networks, which integrate diverse
communication stacks operating under strict resource and timing constraints. Each IoMT communication protocol exhibits distinct
weaknesses shaped by its design objectives, legacy compatibility, and deployment environment.

Bluetooth Low Energy (BLE) remains susceptible to inconsistencies in pairing models, optional encryption, and downgrade at-
tacks. Devices configured with Just Works or Legacy Pairing modes are particularly exposed [18,25,26]. In clinical settings, these
vulnerabilities can enable unauthorized device synchronization or falsified sensor data injection.

Legacy Zigbee deployments often rely on static pre-shared keys and insecure joining procedures. Empirical studies confirm the fea-
sibility of replay, key extraction, and command injection attacks in operational networks [16,19]. Within hospitals, these weaknesses
can compromise distributed monitoring clusters or allow unauthorized reconfiguration of network nodes.

Wi-Fi continues to represent a prominent attack vector due to its ubiquity in healthcare infrastructure. Although WPA3 enhances
encryption and mutual authentication, many clinical networks still employ WPA2, leaving them susceptible to credential-based
or denial-of-service attacks [15]. Since Wi-Fi underpins hospital information systems, exploitation at this layer can cascade across
dependent IoMT services.

LoRaWAN provides message integrity code (MIC) protection and end-to-end payload encryption [27], yet weaknesses in device
activation, frame-counter handling, and static session keys enable replay or spoofing attacks [17]. In large scale telemetry systems,
such issues can result in data injection or synchronization failures.

Proprietary RF protocols, commonly employed in implantable or vendor-specific devices, frequently lack mutual authentication
and robust encryption. Reverse engineering analyses reveal unencrypted telemetry, fixed keys, and command injection vectors [28].
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Table 1

STRIDE threat classification in [oMT environments.
Threat Type Representative Example in IoMT Context
Spoofing Impersonation of legitimate sensors or gateways to inject falsified patient data
Tampering Modification of physiological data (e.g., heart rate, glucose levels) during transmission
Repudiation Lack of audit trails in remote monitoring sessions, enabling denial of performed actions
Information Disclosure  Passive eavesdropping on wireless links to extract sensitive health information
Denial of Service Jamming or flooding of Zigbee/Wi-Fi channels that disrupt telemetry transmission
Elevation of Privilege Exploitation of firmware flaws to gain unauthorized control of medical devices

©Bluetooth ¢ zigbee L§RaMMN®

Low Energy

h . Mesh Node
Application Application Application Compromise
Profile Profile MAC Layer ~---»
:
Link Layer Link Layer ;
Spoofing .
1 . Security Control
Physical Layer Profiles
Mesh Node
Compromise

Fig. 2. IoMT security and control profiles across communication layers.

Because firmware updates are limited or infeasible in implanted systems, such vulnerabilities introduce persistent and high-impact
safety risks. A notable case is the 2011-2018 Medtronic MiniMed insulin pump vulnerability, which allowed unauthenticated wireless
commands to modify insulin dosage [29]. Table 1 outlines the threat categories and their typical occurrences in IoMT environments.

4.2. Cross-layer and multi-vector threats

Real-world IoMT systems typically employ multiple wireless protocols across the communication stack. While this layering en-
hances interoperability, it simultaneously broadens the attack surface and enables multi-vector exploitation. An adversary may com-
promise a wearable through BLE, pivot through a Zigbee mesh, and ultimately access backend systems over Wi-Fi. Inconsistent
key-management or authentication mechanisms across these layers further facilitate replay, spoofing, or privilege-escalation attacks
that traverse protocol boundaries.

Such coordinated cross-protocol attacks often bypass conventional perimeter defenses by exploiting implicit trust among inter-
connected components. The risk is amplified in medical environments where sensors, gateways, and backend servers operate under
heterogeneous firmware versions and asynchronous patch cycles. Fig. 2 illustrates how security controls and threat exposure vary
across communication layers.

Context significantly influences the threat surface. In hospitals, Wi-Fi and Zigbee networks are prone to interference and jamming
under high radio-frequency density [30]. Conversely, home-based systems using BLE or LoRaWAN often lack intrusion detection or
secure provisioning, exposing them to spoofing and replay attacks [31]. Implantable devices employing proprietary RF protocols
remain consistently exposed to threats, mainly due to their closed nature and the inability to implement secure over-the-air (OTA)
updates.

Inter-protocol dependencies within multiprotocol gateways or translation hubs present an additional challenge. These devices
facilitate cross-technology communication but can propagate attacks when protections are inconsistently enforced. A breach at one
interface, such as Zigbee MAC spoofing, may compromise other interfaces through shared credentials or unsynchronized encryption
states [19,32]. Empirical findings confirm that fragmented authentication and asynchronous patching across stacked protocols sig-
nificantly increase susceptibility to lateral movement and systemic compromise. Within clinical settings, the impact can include loss
of telemetry, alert delays, or interference with therapeutic operations.

4.3. Observed risk patterns

Across IoMT communication protocols, several recurring vulnerabilities are observed. Some notable examples are the following:
e Weak or optional encryption, exposing telemetry to interception or modification.

5
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* Absence of mutual authentication in mesh or peer-to-peer configurations, enabling spoofing and data injection.
o Insecure firmware-update and key-storage mechanisms, allowing persistent compromise.

e Limited runtime anomaly detection in constrained devices, delaying threat identification.

» High susceptibility to cross-layer exploitation in heterogeneous stacks lacking synchronized enforcement.

These weaknesses are unevenly mitigated across vendors, resulting in inconsistent security baselines throughout healthcare net-
works. This heterogeneity complicates unified risk modeling and limits the effectiveness of systemic security governance. The sub-
sequent section introduces a structured, data-driven methodology to quantify these risks through a reproducible "Likelihood-Impact"
framework that evaluates their relative exploitability, impact severity, and deployment context within IoMT environments.

5. Data-driven risk assessment methodology

Given the safety-critical context of IoMT ecosystems, security evaluation should distinguish technical vulnerability evidence from
deployment-specific clinical and operational considerations. This section applies a normalized Exploitability—Impact formulation for
comparative assessment across IoMT communication technologies. The empirical baseline is derived from CVSS v3.x data, while
deployment exposure is examined separately through the scenario analysis presented in Section 6.5.

5.1. Risk quantification framework

The proposed framework provides a quantitative yet interpretable basis for the comparative assessment of protocol-associated
vulnerability evidence. NIST SP 800-30 Rev. 1 describes risk as a function of likelihood and impact while allowing assessment-
specific qualitative, semi-quantitative, or quantitative models [33]. Drawing only on this general likelihood—impact relationship, the
present study operationally defines a study-specific comparative index as the product of normalized Exploitability and Impact proxies,
where the overall risk(R) is therefore modeled as the product of two principal dimensions, Likelihood (L) and Impact (R), which
jointly capture technical exploitability and the potential operational consequences of a security event:

R=LxI (@)

This formulation is not an implementation of the NIST risk tables or a NIST-calibrated risk measure. It is a continuous, dimension-
less index intended solely for relative comparison of the protocol-associated vulnerability records contained in the analyzed sample.
The components are defined as follows:

¢ Likelihood (L) is a normalized proxy for protocol-level exploitability derived from the mean CVSS v3.x Exploitability subscore.
The symbol L is retained for consistency with the conventional Likelihood-Impact notation, but it should not be interpreted as
an empirical probability of exploitation.

e Impact (1) is a normalized proxy for the severity of the reported vulnerabilities, derived from the mean CVSS v3.x Impact subscore.
It reflects the confidentiality, integrity, and availability consequences represented in CVSS and does not directly quantify patient
harm or clinical outcomes.

Both parameters are represented as continuous dimensionless indices on an approximately 0-1 comparative scale. No fixed ordinal
risk categories are assigned to the resulting values. The normalized formulation is expressed as:

L= Eavg
Emax ’

/o Savg , 2)
Smax

R=LXI,

where E,, and S,,, denote the mean CVSS v3.x Exploitability and Impact subscores, respectively, for each protocol family. The
constants E_,, = 3.887 and S,,,x = 6.048 are three-decimal approximations to the maximum attainable unrounded CVSS v3.x Ex-
ploitability and Impact subscores, respectively, over the permitted Base-metric combinations [34]. Their mathematical derivation is
provided in Appendix B.

Higher values of R indicate greater relative composite exploitability-impact within the analyzed dataset, whereas lower values
indicate lower relative values under the same normalization. No absolute Low, Moderate, or High classification, and no clinical
meaning, is assigned to any particular numerical value of R. Deployment exposure is intentionally excluded from the baseline for-
mulation in Eq. (2). This separation prevents analyst-dependent environmental assumptions from being embedded in the empirical
protocol comparison. Deployment conditions are examined independently through the scenario-specific multiplier F, introduced in
Section 6.5. Consequently, Table 2 represents a common data-derived baseline against which alternative deployment scenarios may
be explored.

Normalization and uncertainty assessment: Independent normalization by the theoretical CVSS subscore maxima avoids
analyst-selected thresholds and accounts for the different ranges of the Exploitability and Impact subscores. Because the normal-
ization constants are derived from theoretical maxima rather than from analyst-selected category boundaries, no threshold calibra-
tion is required. Uncertainty in the protocol-level estimates is assessed in Section 5.4 through bootstrap confidence intervals and
non-parametric distribution-level statistical analysis.
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5.2. Data collection and processing pipeline

To operationalize the proposed model, vulnerability data were collected from the National Vulnerability Database (NVD)? using
the six NVD JSON 2.0 year feeds labelled 2020 through 2025. These feeds are organized according to the year component of the
CVE identifier. Accordingly, the study window refers to the selected NVD year feeds rather than necessarily to CVE publication dates.
Because historical NVD records may subsequently be modified, the retrieval date defines the data snapshot analyzed in this study.
The NVD was selected because it provides an authoritative and structured representation of Common Vulnerabilities and Exposures
(CVEs), including standardized CVSS v3.x scoring fields. This enables reproducible and quantitatively grounded parameter estimation
for each protocol family.

The NVD feeds were downloaded as compressed files. The collection and processing workflow was implemented in Python using the
standard json library and consisted of four stages:

1. Acquisition: The six NVD JSON 2.0 year feeds labelled 2020 through 2025 were processed. Each record contains the CVE iden-
tifier, textual vulnerability description, references, and structured CVSS v3.x metrics used in the subsequent empirical analysis.

2. Filtering: Keyword-based pattern matching was applied to identify CVEs associated with communication protocols commonly
used in IoMT systems. The search set included protocol names and related technical terms such as Bluetooth, BLE, Zigbee, Wi-Fi,
802.11, WPA2, WPA3, and LoRaWAN. Case-insensitive regular-expression matching was used to capture naming variations across
records (e.g., “BLE” and “802.11").

3. Deduplication and protocol relevance screening: Duplicate CVE entries and alias identifiers were removed using the CVE-ID
key. Protocol relevance was determined from the textual vulnerability descriptions and reference information using protocol-
specific keyword patterns. Records with missing or inconsistent CVSS v3.x Exploitability or Impact subscores were excluded from
the quantitative analysis.

4. Computation: For each protocol subset, the mean Exploitability and Impact subscores (E,yg, Savg) were computed, followed by
normalized Likelihood and Impact indices (L, I) and their composite risk index (R = L x I) according to Eq. (2).

The process was automated through a reproducible Python pipeline to ensure consistency across yearly updates. The pseudocode
of the data-processing algorithm is shown in Algorithm 1.

Algorithm 1 Protocol-specific CVE extraction and scoring pipeline.
1: Input: NVD JSON 2.0 year feeds labelled 2020-2025

2: Output: Structured protocol-level CVE table with CVSS-derived risk parameters
3: Merge the six NVD JSON 2.0 year feeds
4: Initialize empty protocol-specific subsets and an empty set of processed CVE identifiers
5: for each CVE record do
6: if the CVE identifier has not previously been processed then
7: Add the CVE identifier to the set of processed identifiers
8: Apply the protocol-specific keyword filters
o: Screen for protocol relevance and validate the CVSS v3.x fields
10: if the record matches one or more protocol patterns and contains valid Exploitability (E) and Impact (S) subscores then
11: Store E and .S in each corresponding protocol subset
12: end if
13: end if
14: end for

15: for each protocol subset p do
16: Compute E,, , and S, ,

17: Compute L, = E,, ,/ Enax> {p = Savg p/Sma> a0d R, = L, X I,
18: end for

A total of 4378 protocol-related CVE records with valid CVSS v3.x Exploitability and Impact subscores were retained across the
five communication protocol families. Bluetooth and Wi-Fi dominate the resulting dataset, with 2767 and 1472 retained CVEs, respec-
tively, whereas Zigbee, LoRaWAN, and proprietary RF contain substantially smaller subsets. This imbalance is explicitly considered
in the subsequent statistical and uncertainty analyses.

It should be noted that the resulting dataset is protocol-oriented rather than exclusively medical device specific. In other words, not
every retained CVE corresponds to a deployed medical product. Instead, the dataset captures vulnerabilities affecting communication
technologies that are also used within IoMT systems. For this reason, the analysis should be interpreted as a comparative assessment
of protocol-level security exposure relevant to IoMT communication stacks, rather than as a direct enumeration of clinical-device
incidents.

2 The NVD JSON 2.0 year feeds labelled 2020 through 2025 were retrieved on 19 August 2026.
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Table 2
Empirical CVSS statistics and normalized composite indices for the protocol-
oriented sample derived from the NVD year feeds labelled 2020-2025.

Protocol CVE Count  E,, Suve L 1 R

Bluetooth 2767 2.383 3983 0.613 0.659  0.404
Zigbee 15 3.147 4.200 0.810 0.694 0.562
Wi-Fi 1472 2.397 4650 0.617 0.769  0.474
LoRaWAN 14 2386 3721 0.614 0615 0.378
Proprietary RF 110 2.541 4.167 0.654 0.689 0.450

Table 3
Descriptive statistics and bootstrap uncertainty estimates for CVSS Exploitability, Impact, and the nor-
malized composite index across protocol families.

Protocol n E ean E cdian Ejgr Sinean Shmedian Sior R 95% CI for R

Bluetooth 2767 2.383 2.30 1.00 3.983 3.60 2.50 0.404 [0.396, 0.411]
Zigbee 15 3.147  3.90 1.60 4.200  3.60 1.35  0.562 [0.484, 0.629]
Wi-Fi 1472 2397  2.20 1.00 4.650 5.20 2.30  0.474 [0.462, 0.486]
LoRaWAN 14 2.386 2.55 1.075 3.721 3.50 3.10 0.378 [0.279, 0.487]

Proprietary RF 110 2.541 2.30 2.10 4.167 4.00 2.30 0.450 [0.407, 0.495]

5.3. Empirical CVSS-based metrics

For each protocol, the mean CVSS Exploitability (E,,) and Impact (S,,,) subscores were normalized by their respective theoretical
CVSS maxima, E,,, = 3.887 and S,,,, = 6.048, placing both dimensions on a common approximately 0-1 comparative scale.

Table 2 summarizes the resulting Likelihood, Impact, and composite risk indices across protocols. These values are intended for
relative comparison under the normalization scheme introduced in Section 5, rather than as absolute measures of real-world clinical
risk.

The normalized point estimates remain within a relatively narrow comparative range, with Zigbee showing the highest composite
value (R = 0.562), followed by Wi-Fi (R = 0.474), proprietary RF (R = 0.450), Bluetooth (R = 0.404), and LoRaWAN (R = 0.378). How-
ever, these point estimates should not be interpreted as absolute risk levels or as direct evidence that one protocol is intrinsically more
vulnerable than another. The protocol subsets differ substantially in sample size, particularly for Zigbee and LoRaWAN, and therefore
the uncertainty associated with their estimates is considerably greater. For this reason, the protocol-level averages are complemented
below by distribution-level statistical testing and bootstrap uncertainty analysis.

5.4. Statistical analysis of cross-protocol differences

To determine whether the observed protocol-level differences extend beyond comparison of mean CVSS values, the individual CVE
Exploitability (E) and Impact (.S) observations were subjected to distribution-level statistical analysis. Given the strongly unequal
sample sizes among protocol families and the bounded nature of CVSS subscores, a non-parametric statistical approach was adopted
without assuming normality.

For each protocol, the mean, median, and interquartile range (IQR) were calculated for the Exploitability and Impact subscores. In
addition, bootstrap resampling with 10,000 iterations was used to estimate 95% confidence intervals for the protocol-level composite
risk index R.

Cross-protocol differences were assessed using the Kruskal-Wallis rank-based non-parametric test [8]. To complement the omnibus
significance tests, the corresponding effect size was calculated as ordinal eta-squared based on the Kruskal-Wallis statistic:

2 _ H—-k+1
g = N’

where H is the Kruskal-Wallis test statistic, k is the number of protocol groups, and N is the total number of observations [9,10].

For Exploitability, the omnibus test produced H(4) = 9.210 and p = .0561, indicating that the differences in Exploitability distri-
butions across the five protocol families do not reach the conventional 0.05 significance threshold. The corresponding effect size
was negligible (n)zq ~ 0.0012). Therefore, the higher Exploitability point estimate observed for Zigbee should not be interpreted as
statistically established evidence of greater exploitability.

For Impact, the Kruskal-Wallis test identified a statistically significant cross-protocol difference, with H(4) = 255.983 and p < .001.
The corresponding effect size was 11%1 ~ 0.058, indicating a measurable but modest protocol-related difference in the Impact distri-
butions. Because the omnibus Impact test was statistically significant, pairwise post-hoc comparisons were conducted using Dunn’s
rank-sum procedure [11], with Holm’s sequential correction applied to control the family-wise error rate [12]. These comparisons
showed that Wi-Fi exhibited significantly higher Impact scores than Bluetooth (py, < 0.001) and proprietary RF (pyoim = 0.0156).
Other pairwise differences did not remain statistically significant after correction for multiple comparisons.

The statistical results therefore show that the most robust cross-protocol distinction in the dataset concerns Impact rather than
Exploitability. In particular, Wi-Fi combines a large vulnerability population with a comparatively elevated Impact distribution,
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Fig. 3. Empirical normalized Likelihood-Impact distribution by protocol for the protocol-oriented sample derived from the NVD JSON 2.0 year
feeds labelled 2020-2025, with Exploitability and Impact normalized by their respective theoretical CVSS subscore maxima.

Bluetooth 4.5
L
S
Zigbee 4 2z
2
Wi-Fi 35 4
>
Q
LoRaWAN 3 =
O
Proprietary RF 4167 25 =

Exploitability (E,yg) Impact (Sayg)

Fig. 4. Comparative heatmap of mean CVSS v3.x Exploitability and Impact subscores by protocol for the protocol-oriented sample derived from the
NVD JSON 2.0 year feeds labelled 2020-2025. Cells report the corresponding mean subscores. Comparisons should be made within each column
because Exploitability and Impact have different theoretical maxima.

whereas the high Zigbee point estimate is associated with substantially greater uncertainty because of the limited number of retained
CVEs.

Table 3 reports the corresponding descriptive statistics and bootstrap confidence intervals.

Fig. 3 illustrates the normalized Likelihood-Impact distribution derived from the protocol-oriented sample obtained from the NVD
JSON 2.0 year feeds labelled 2020 through 2025. Independent normalization of the two CVSS dimensions places Exploitability and
Impact on a common scale while preserving their different cross-protocol patterns. Wi-Fi exhibits the highest normalized Impact value,
whereas Zigbee exhibits the highest normalized Exploitability point estimate. As demonstrated by the statistical analysis, however,
only the cross-protocol differences in Impact are statistically significant.

Fig. 4 complements the normalized comparison by reporting the corresponding mean unnormalized CVSS Exploitability and
Impact subscores.

The normalized composite indices occupy a relatively narrow range (R € [0.378, 0.562]), reflecting the comparative nature of the
baseline formulation. Deployment conditions are excluded from these baseline values and are introduced only through the scenario-
specific multiplier F, defined in Section 6.5. Under the illustrative higher-exposure scenario (F; = 1.5), the scenario-adjusted indices
range from approximately 0.57 to 0.84, whereas under the illustrative lower-exposure scenario (F, = 0.75), they range from ap-
proximately 0.28 to 0.42. Because the same multiplier is applied to every protocol, the relative ordering remains unchanged. These
values represent sensitivity to explicitly specified what-if assumptions and should not be interpreted as measured differences between
hospital and home-care deployments.

Protocols with limited updateability or constrained post-deployment hardening options, especially proprietary RF in implantable
or telemetry devices, may still require compensating controls such as encrypted encapsulation, electromagnetic shielding, or anomaly-
based monitoring to support operational safety. No fixed numerical value of R is interpreted as clinically acceptable, manageable,
or unacceptable. The index is used solely for relative cross-protocol comparison; operational acceptability requires a device- and
deployment-specific cybersecurity and safety assessment.
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Clinical and Regulatory Relevance: The scenario analysis illustrates how a common empirical protocol baseline may acquire
greater operational significance under increased deployment exposure. Under the illustrative higher-exposure hospital scenario (F, =
1.5), the scenario-adjusted indices are approximately R, = 0.606 for BLE, R, = 0.843 for Zigbee, R, =0.711 for Wi-Fi, R, = 0.566
for LoRaWAN, and R, = 0.676 for proprietary RF. These values are comparative what-if indices rather than clinically calibrated
risk estimates. Their purpose is to support consideration of protocol choice, deployment context, and security configuration when
prioritizing communication-layer safeguards. They do not establish risk acceptability thresholds or quantify patient risk.

6. Mitigation strategies

Securing IoMT communication requires a layered and context-aware approach in which protocol-specific weaknesses and system-
level risks are jointly addressed. The following strategies, derived from structured threat modeling and empirical findings, are applied
across device, network, and application layers while considering the operational environment.

6.1. Device-level mitigations

At the device layer, foundations of trust and updateability must be strengthened. Where feasible, hardware roots of trust such as
Trusted Platform Modules [35] or Secure Elements [36] must be integrated to enable secure boot, key protection, and tamper evidence.
For legacy or constrained devices, lightweight firmware hardening and authenticated bootloaders should be applied. Signed firmware
and pre-execution validation are required in regulated environments to ensure integrity. Energy-efficient cryptographic primitives,
such as elliptic curve cryptography (ECC), should be preferred, and session-based or rolling keys should be used where full mutual
authentication cannot be supported. Authenticated over-the-air (OTA) update channels (e.g., TUF [37]) must be established to provide
resilience throughout the post-market phase.

6.2. Network and communication stack mitigations

At the network and protocol layers, strong default configurations must be enforced and medical traffic must be isolated. For
BLE and Zigbee, secure pairing methods (Numeric Comparison or Passkey) and AES-128 link encryption must be required, while
legacy join modes and static keys must be disabled. For Wi-Fi, WPA3 should be adopted, IoMT traffic should be segmented (e.g.,
through VLANS), and lateral movement should be restricted by means of policy gateways and firewalls. RF and flow aware intrusion
detection systems must be deployed to detect jamming or flooding attempts in dense clinical environments. For LoRaWAN, MAC-layer
protections must be complemented with application-layer encryption. Over-The-Air-Activation (OTAA) should be preferred, frame
counters must be enforced, and session keys must be periodically rotated. Gateways must verify the authenticity and integrity of
relayed packets to prevent manipulation at intermediate nodes.

6.3. Application and system level measures

End-to-end encryption must be enforced between the device and the hospital information system or cloud service, regardless
of intermediate protocol protections. Mutual authentication using certificates or hardware-bound tokens must be applied during
device onboarding and access authorization. Application programming interfaces must be hardened through rate limiting, input
validation, and anomaly detection to prevent brute-force or data-exfiltration attempts. Supply-chain protection frameworks such as
TUF must be adopted to safeguard update integrity, while audit-grade logging must be maintained to support regulatory traceability
and forensic readiness. Application-layer allowlists and behavioral baselines should be implemented to detect misuse, even when
lower communication layers are compromised.

6.4. Deployment-aware strategies

Mitigation measures must be adapted to the operational environment, since the same protocol may present different exposure
characteristics across hospital, home-care, and implantable-device settings. In hospital infrastructures, logically segmented medical
networks, WPA3 isolation, centralized key management, and continuous monitoring are recommended in order to limit lateral move-
ment and reduce the effects of dense wireless coexistence. Integrations with electronic health record (EHR) systems should additionally
enforce role-based access control and periodic credential rotation. In home or ambulatory deployments, self-configuring onboarding,
automated updates, and lightweight anomaly detection or remote attestation can help identify compromised nodes without imposing
excessive monitoring overhead. In implantable or highly constrained environments, where updateability may be limited, compen-
sating controls such as shielding, secure telemetry encapsulation, and conservative communication configurations become especially
important. In all cases, protection mechanisms must be balanced with usability, maintainability, and clinical feasibility throughout
the device lifecycle.

6.5. Scenario-based sensitivity analysis

To examine how explicitly specified deployment assumptions affect the common empirical baseline, the composite index is ex-
tended through a scenario-specific multiplier F,. For each deployment context, the scenario-adjusted comparative index R, is defined
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Table 4
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Illustrative scenario-adjusted comparative indices, mitigation measures, and residual-risk considerations for IoMT communication protocols.

Protocol

Threats and risk impact

Scenario-adjusted index

Mitigation measures

Residual-risk considera-

tions

Bluetooth Low Energy (BLE) Spoofing, sniffing, and down-

grade attacks through inse-
cure pairing threaten teleme-
try confidentiality and device
integrity.

Rs
R

s

~ 0.606 (hospital, F, = 1.5)
~ 0.404 (mixed, F, = 1.0)

LE Secure Connections, au-
thenticated pairing, disabling
“Just Works,” periodic key ro-
tation, and signed OTA up-
dates.

Authenticated pairing and sig-
nature validation can reduce
MitM and firmware-abuse ex-
posure; residual risk remains
for legacy BLE 4.x devices
and inconsistent implementa-
tion settings.

Zigbee Replay and spoofed-node in- R, ~ 0.843 (hospital, F, = 1.5) Install codes, link-key refresh, Controlled joins and improved
jection exploiting weak join R =~ 0.562 (mixed, F, = 1.0) OTA revocation, and secure key management can reduce
and static keys can compro- gateway bridging with intru- lateral propagation, although
mise entire mesh clusters. sion detection. residual risk remains sensitive

to heterogeneous firmware
and legacy deployment prac-
tices.

Wi-Fi Credential theft, de- R, ~0.711 (hospital, F, = 1.5) Migration to WPA3, VLAN WPA3 and segmentation can
authentication, and RF R, ~ 0.474 (mixed, F, = 1.0) segmentation, AP isolation, reduce credential abuse and
jamming may disrupt clinical network firewalls, and spec- lateral pivoting, although
telemetry or leak PHI over tral anomaly detection. residual exposure may persist
shared infrastructure. where adoption is incomplete

or interoperability constraints
remain.

LoRaWAN Replay and injection via weak R, ~ 0.566 (hospital, F, = 1.5) OTAA activation, frame- OTAA, counter validation, and
activation or nonce handling R, ~ 0.378 (mixed, F;, =1.0)  counter enforcement, key stronger key management can
reduce telemetry reliability. rotation, and end-to-end reduce replay exposure, while

encryption. end-to-end encryption miti-

gates dependence on interme-
diate gateways.

Security ~ wrapping and
anomaly monitoring can
partially compensate for the
lack of OTA support; how-
ever, residual risk may remain
elevated in non-upgradable
legacy implants and opaque
vendor implementations.

Proprietary RF Fixed keys and undocumented
control channels enable unau-
thorized actuation or patient-

data leakage.

s & 0.676 (hospital, F, = 1.5)
, ~ 0.450 (mixed, F, = 1.0)

Protocol hardening, shielding,
cryptographic encapsulation,
anomaly detection, and post-
market update pathways.

x X

Note: R, = R X F, reflects an explicitly specified deployment scenario and does not alter the empirical baseline in Table 2. The hospital and
mixed values are illustrative what-if indices rather than measured deployment risk. Numerical post-mitigation indices are not reported because
control effectiveness was not calibrated using implementation-specific or operational healthcare data.

as:
R, =RXxF;=LXIXF,. 3)

Here, F; is a dimensionless scenario multiplier applied only after the baseline index R has been calculated. In this study, F; = 1.0
represents a mixed or baseline exposure setting, F, = 1.5 represents an illustrative higher-exposure hospital setting, and F; = 0.75
represents an illustrative lower-exposure home-care or isolated setting. These values are specified solely for what-if sensitivity analysis
and are not coefficients estimated or calibrated from operational healthcare data. Because the same F; is applied to every protocol
within a scenario, it changes the magnitude of R, but does not change the empirical baseline or the protocol ordering reported in
Table 2.

Like R, the scenario-adjusted quantity R, is a dimensionless comparative index. It is not a probability, a clinically calibrated risk
measure, or a direct empirical measurement of hospital or home-care risk. No numerical value of R, is interpreted as an acceptable,
manageable, or unacceptable risk threshold.

The effectiveness of the listed mitigation controls was not estimated using an independent validation dataset or measured deploy-
ment outcomes. Numerical post-mitigation risk values are therefore not reported. Table 4 instead presents protocol-specific mitigation
measures and qualitative residual-risk considerations. Quantitative residual-risk estimation would require implementation-specific
evidence concerning control effectiveness, configuration, asset criticality, and operational exposure.

7. Discussion
7.1. Cross-protocol interpretation of empirical results

The empirical results reveal substantial differences in vulnerability volume, severity distribution, and uncertainty across the
five protocol families, but these dimensions should not be interpreted interchangeably. Bluetooth contains the largest retained vul-
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nerability population (n = 2767), followed by Wi-Fi (n = 1472), proprietary RF (n = 110), Zigbee (n = 15), and LoRaWAN (n = 14).
However, vulnerability frequency alone does not determine the severity of the protocol-level profile. Bluetooth, for example, exhibits
E,, =2.383 and S,,, = 3.983, resulting in R = 0.404, despite accounting for the majority of the retained CVEs. Its large CVE pop-
ulation is consistent with the breadth of the Bluetooth ecosystem and the diversity of implementations, pairing modes, and legacy
compatibility mechanisms reported in the literature [18,25,26]. The result therefore illustrates why vulnerability counts should not
be treated as direct proxies for security risk.

Zigbee has the highest Exploitability point estimate (E,,, = 3.147) and the highest baseline composite index (R = 0.562), with
Savg = 4.200. This profile is consistent with security concerns associated with weak joining procedures, static or reused keys, and the
possibility that compromise of one node may propagate through a mesh topology [16,19]. Nevertheless, only 15 Zigbee CVEs were
retained, and the bootstrap interval for R is correspondingly wide ([0.484, 0.629]). Moreover, the overall difference in Exploitability
across protocols did not reach statistical significance (p = .0561). The Zigbee result should therefore be interpreted as an elevated point
estimate with substantial uncertainty rather than as evidence that Zigbee is intrinsically more exploitable than the other protocol
families.

Wi-Fi presents a different pattern. Its mean Exploitability (E,,, = 2.397) is close to that of Bluetooth and LoRaWAN, but its mean
Impact is the highest among the five protocols (S,,, = 4.650), producing R = 0.474. The statistical analysis confirms that Impact, rather
than Exploitability, is the more robust differentiating dimension since the overall Impact distributions differ significantly (H(4) =
255.983, p < .001), and Wi-Fi exhibits significantly higher Impact than Bluetooth and proprietary RF after Holm correction. This result
is operationally plausible because Wi-Fi often supports shared infrastructure, high-bandwidth clinical services, and connectivity to
broader hospital information systems; compromise, credential theft, deauthentication, or service disruption at this layer can therefore
affect multiple dependent services [15,38].

LoRaWAN exhibits the lowest baseline composite point estimate (Ea\,g =2.386, S, =3.721, R = 0.378). However, the small number

of retained observations (n = 14) produces the widest bootstrap interval for R ([0.279, 0.487]). The lower point estimate should
therefore not be interpreted as evidence that LoRaWAN is intrinsically secure. Weaknesses associated with activation procedures,
nonce handling, frame counters, and key management remain relevant, particularly in remotely managed deployments [17,27]. The
result instead highlights the need to distinguish lower observed NVD severity from absence of attack surface.
Proprietary RF occupies an intermediate position (E,, = 2.541, Sy, = 4.167, R = 0.450). Unlike widely standardized protocols,
proprietary RF implementations may have smaller publicly visible vulnerability populations, while closed designs, fixed keys, limited
updateability, and restricted implementation transparency can make individual weaknesses operationally persistent [28,29]. Conse-
quently, a smaller CVE population should not automatically be interpreted as a smaller underlying attack surface. This distinction is
particularly important for implantable or long-lived medical devices, where remediation may be constrained after deployment.

The scenario analysis reinforces the distinction between intrinsic vulnerability evidence and deployment exposure. Applying the
common higher-exposure hospital multiplier (F, = 1.5) produces R, ~ 0.606, 0.843, 0.711, 0.566, and 0.676 for BLE, Zigbee, Wi-Fi,
LoRaWAN, and proprietary RF, respectively. Because the same multiplier is applied to each empirical baseline, the relative ordering
is preserved, while the magnitude of the comparative index increases. These values do not constitute measured hospital risk. Rather,
they demonstrate how deployment assumptions can amplify an empirically derived protocol baseline without being embedded in the
baseline itself.

7.2. Practical implications for IoMT security

The results have several implications for vulnerability management in IoMT environments. First, prioritization should not be
based on CVE counts alone. Bluetooth has by far the largest number of retained vulnerabilities but a lower mean composite index
than Zigbee, Wi-Fi, and proprietary RF. Conversely, Wi-Fi does not have the highest Exploitability score but exhibits the strongest
Impact distribution. Vulnerability-management programs should therefore combine vulnerability prevalence with severity, device
criticality, network dependence, and the feasibility of remediation.

For Wi-Fi-based medical systems, the elevated Impact profile supports particular attention to timely patching, WPA3 migration
where feasible, network segmentation, access-point isolation, credential protection, and monitoring for deauthentication or jam-
ming. For BLE, the very large vulnerability population emphasizes asset inventory, secure pairing configuration, disabling legacy or
unauthenticated modes where possible, key management, and signed firmware updates. Zigbee deployments require controlled join-
ing, strong link-key management, gateway protection, and monitoring for compromise propagation through mesh nodes. LoRaWAN
deployments should prioritize secure activation, frame-counter enforcement, nonce management, key rotation, and physical protec-
tion of gateways. Proprietary RF systems require particular attention to compensating controls, because cryptographic redesign or
firmware remediation may not be possible in already deployed or implantable devices.

These findings are also relevant beyond individual protocols. IoMT systems frequently combine several communication tech-
nologies through gateways and backend services. A weakness with comparatively limited local consequences can therefore become
more significant when it enables lateral movement into a higher-impact communication layer. Vulnerability management should
consequently consider protocol dependencies, gateway trust relationships, patch synchronization, and shared infrastructure rather
than assessing each wireless interface in isolation. From a procurement and lifecycle perspective, updateability, secure provision-
ing, key-management capability, monitoring support, and vendor vulnerability-response processes should be evaluated alongside
communication performance and energy requirements.

Finally, the separation between the empirical baseline and F, provides a practical way to distinguish vulnerability evidence from
deployment assumptions. The baseline results can support comparative screening, while scenario analysis can be used to explore
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how deployment density or operational exposure may change priorities. The resulting indices should support, rather than replace,
device-specific risk assessment, clinical engineering judgement, and established cybersecurity and safety-management processes.

7.3. Uncertainty and limitations

The empirical results should be interpreted in light of several sources of uncertainty. First, the protocol subsets are strongly
imbalanced. Bluetooth and Wi-Fi account for most retained records, whereas Zigbee and LoRaWAN contain only 15 and 14 CVEs,
respectively. The bootstrap confidence intervals quantify part of this uncertainty, but small samples still limit the stability of protocol-
level point estimates. This is especially important when interpreting the comparatively high Zigbee R value and the comparatively
low LoRaWAN value.

Second, NVD observations reflect publicly disclosed vulnerabilities and therefore depend on vendor disclosure practices, product
popularity, researcher attention, and the availability of CVSS information. A protocol with fewer retained CVEs cannot consequently
be assumed to possess fewer undiscovered or unpublished vulnerabilities. CVSS Exploitability and Impact subscores also character-
ize properties of reported vulnerabilities rather than complete end-to-end clinical risk, and the protocol-oriented dataset includes
technologies used both within and outside medical-device deployments.

A limitation of this study is that the empirical evidence is derived from secondary vulnerability records rather than controlled
experiments on medical-device testbeds or observations from operational clinical deployments. Consequently, the reported indices
characterize comparative protocol-level vulnerability exposure and should not be interpreted as direct estimates of patient-level or
deployment-specific clinical risk. Physical testbed validation would require representative implementations of each protocol, com-
parable medical-device configurations, controlled attack scenarios, and consistent operational conditions across the five protocol
families. Such external validation is beyond the scope of the present dataset-driven study and constitutes an important next step for
evaluating the transferability of the observed vulnerability patterns to specific [oMT deployments.

Finally, the deployment multiplier F, is an analytical scenario parameter rather than a coefficient calibrated from operational
healthcare data. It is intentionally separated from the empirical baseline and is used solely for sensitivity and what-if analysis.
Because the effectiveness of the listed mitigation controls was not estimated from deployment evidence, the study does not report
numerical post-mitigation indices.

8. Conclusion and future work

As IoMT systems continue to transform healthcare through pervasive connectivity, the security of their communication infrastruc-
tures remains a fundamental challenge. This study presented a structured comparative assessment of five communication technologies
relevant to IoMT, namely BLE, Zigbee, Wi-Fi, LoRaWAN, and proprietary RF. The analysis combined qualitative threat modelling with
a protocol-oriented evaluation of 4378 retained NVD vulnerability records. The normalized baseline composite indices ranged from
R =0.378 to R = 0.562. Cross-protocol differences were statistically significant for Impact but not for Exploitability, highlighting the
importance of considering score distributions and uncertainty rather than relying on vulnerability counts or protocol-level means
alone. Deployment exposure was examined separately through explicitly specified scenario multipliers and was not treated as an
empirically calibrated measure of hospital or home-care risk.

A deployment-aware mitigation perspective was also provided, tailored to the operational characteristics of medical systems.
Device, network, and application-layer countermeasures were discussed alongside environment-specific considerations for hospital,
home-care, and constrained-device settings. Through this approach, the study showed how protocol configuration, deployment con-
text, and security controls must be considered together in order to support more informed protocol selection, mitigation planning,
and communication-layer assurance in IoMT systems.

Future work should further strengthen automation and assurance in IoMT cybersecurity assessment. Priority should be given to
the integration of security-by-design verification and automated threat-assessment tools within certification-oriented workflows. As
part of the MedSecurance project, supporting tools have been designed and developed with consideration of the findings presented in
this paper. Formal verification and model-checking techniques may further improve confidence in protocol behavior under adversar-
ial conditions. In addition, context-aware security orchestration mechanisms, in which communication parameters are dynamically
adapted to real-time risk indicators, represent a promising direction for future research.

Al-driven anomaly detection may also enhance communication-layer monitoring by identifying abnormal protocol behavior, sus-
picious traffic patterns, or deviations from expected device interaction profiles in resource-constrained healthcare environments. In
this respect, recent Al-enabled approaches for adaptive optimization of healthcare-oriented IoT communications suggest that similar
intelligent mechanisms could be extended beyond efficiency objectives toward security-oriented monitoring and risk-aware protocol
management [39].

Finally, continued alignment with regulatory frameworks such as FDA premarket cybersecurity guidance and IEC 81001-5-1
remains important for the development of more consistent IoMT risk-assessment practices and assurance toolchains.
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Appendix A. Mathematical specification of the statistical analysis

This appendix provides the mathematical specification of the descriptive, bootstrap, omnibus, effect-size, and post-hoc procedures
used in Section 5.4. All calculations were performed using the individual retained CVE observations rather than the five protocol-level
mean values. The Exploitability and Impact distributions were analyzed separately.

A.1. Data structure and notation

Leti=1,...,k index the k = 5 protocol families, ordered as Bluetooth, Zigbee, Wi-Fi, LoRaWAN, and proprietary RF. The corre-
sponding sample sizes were

(ny. 1y, n3,ny, n5) = (2767, 15, 1472, 14, 110), (A1)

with total sample size

k
N =)' n, =4378. (A.2)
i=1
Each retained CVE contributed one paired observation
x;; = (E;

j,S,’j)» Jj= 1»-“,”,', (A.3)

where E;; and S;; are the CVSS v3.x Exploitability and Impact subscores, respectively, for observation j in protocol group i. Each
CVE was assigned to a single protocol group in the statistical dataset, so that the five group counts sum to N.
The statistical procedures described below were applied separately to X = E and X = S. Thus, the Exploitability and Impact
distributions were tested independently.
A.2. Descriptive statistics
For an outcome X € {E, S}, the protocol-level arithmetic mean was
1 -
&=Z2&f (A4
Jj=1
The protocol-level median was
1

§,=nmdMn(X},XQP“,X%), (A.5)
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and the interquartile range was calculated as
IQR(X;) = Qg 75(X;) — Qp25(X), (A.6)

where Q,(X;) denotes the empirical p-quantile of the observations belonging to protocol i.
The normalized protocol-level indices were calculated from the unrounded means as

E; Si
L= . I = ., R =LI, (A7)
Emax Smax
where
Ep =3.887, S, =6.048. (A.8)

A.3. Bootstrap confidence intervals

Bootstrap resampling was used to quantify uncertainty in each protocol-level composite index R;. Resampling was conducted
separately within each protocol family using B = 10,000 iterations.
For bootstrap iteration b, a sample of »; indices was drawn with replacement from

(1,2,....m}. (A.9)

The Exploitability and Impact values belonging to the same CVE were resampled together. This paired record-level resampling
preserves the empirical dependence between the two CVSS subscores.
Let J,.(b) denote the bootstrap index sample for protocol i. The bootstrap means were

pab) _ 1
EV=—% E; (A.10)
’jEJi(b)
and
*(b) 2 S, (A.11)
j€J<b)

The corresponding bootstrap indices were calculated as

+(b) g*(b)
E; S
L= o=-— (A12)
Emax Smax
and
R;‘(l’) = L;.*(b)li*(b). (A.13)
The percentile-based 95% bootstrap confidence interval was then
Clyos(R;) = [Qoozs( R, (B)) Qo975 (R,’-‘(l),uuR,’-‘(B))]. (A.14)

The resulting intervals therefore quantify sampling uncertainty in the protocol-level composite index under repeated record-level
resampling. They should not be interpreted as prediction intervals for future deployments.

A.4. Kruskal-Wallis omnibus test

For each outcome X € {E, S}, all N = 4378 observations were pooled and ranked from 1 to N. Tied observations were assigned
their average rank, which is important because CVSS subscores contain many repeated values.
Let r;; be the pooled rank of observation X;; and let

i
T,=)r, (A.15)

be the rank sum for protocol i. The uncorrected Kruskal-Wallis statistic was
k 2

12 T;
Hraw = m Z —3(N +1). (A.16)

Let ¢, denote the number of observations in tied-value group #, where # = 1, ..., g. The tie-correction factor was

M=

(17 ~1,)
=1

c=1-E— (A.17)
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The tie-corrected test statistic was therefore

H
H =2 A18
C (A.18)

Under the null hypothesis and the usual large-sample approximation,

H~p2 ). (A.19)
The omnibus p-value was calculated as
p=1-F_. (H), (A.20)
k-1

where F 2 s the cumulative distribution function of a chi-squared distribution with k — 1 = 4 degrees of freedom.
k-1
For each outcome, the hypotheses were

Hy @ Fi(x) = Fy(x) = - = Fy(x), (A.21)
against
H, : at least one protocol distribution differs. (A.22)

The Kruskal-Wallis test is therefore an omnibus comparison of the protocol-level distributions. It should not be described exclu-
sively as a test of means or medians unless additional distributional assumptions are made.

A.5. Ordinal eta-squared effect size

The omnibus effect size was calculated as ordinal eta-squared based on the tie-corrected Kruskal-Wallis statistic:
2 H-k+1
- . A.23
My N % (A.23)
For Exploitability,
2 _9210-5+1 _ 5210
THE= T4378-5 T~ 373

Thus, the protocol-related Exploitability effect was negligible.

=0.001191 ~ 0.0012. (A.24)

For Impact,
» _ 255983-5+1 _ 251.983
- = = 0.057622 ~ 0.058. A.25
TH.s 43785 4373 (A.25)

Thus, the protocol-related Impact effect was measurable but modest. Because r/]zq is derived from ranked data, it is used as a

comparative effect-size indicator and should not be interpreted as an exact proportion of variance in the original CVSS subscores.
A.6. Dunn post-hoc comparisons

Pairwise Dunn comparisons were conducted only when the corresponding Kruskal-Wallis omnibus test was statistically significant.
Let

o= (A.26)

denote the mean pooled rank of protocol i. The tie-adjusted rank-variance term was

Y2 -1)

NN +1) ¢=1
V.= - . A2
4 12 12(N = 1) (A.27)
For protocols i and j, Dunn’s standardized statistic was
—
= ———t—. (A.28)
1,1
W(3+3)
The unadjusted two-sided pairwise p-value was
n=3f-o{f] )}
where @(-) is the standard normal cumulative distribution function.
With k = 5 protocol families, the number of possible pairwise comparisons was
k k(k—1)
= = = 10. A.30
m < 2) : (A.30)
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A.7. Holm correction for multiple comparisons

The m = 10 unadjusted Dunn p-values were ordered as
Pay S P@) <+ S Pimy- (A.31)

For the rth ordered comparison, Holm’s adjusted p-value was calculated as

Holm _ .
p(r;) m _ mip { 1, 112;1; [(m -+ l)p(f)] } (A.32)
Equivalently, Holm’s sequential decision rule compares each ordered p-value with

a

, (A.33)
m—r+1

starting from the smallest p-value and stopping when the first non-rejection is encountered. This procedure controls the family-wise
error rate across the ten pairwise comparisons.

A.8. Decision sequence and reported results

The complete inferential decision sequence was as follows:

1. Apply the tie-corrected Kruskal-Wallis test separately to the individual Exploitability and Impact observations.

2. Calculate VIIZL, for each omnibus test, irrespective of statistical significance, to quantify the magnitude of the observed protocol-
related difference.

3. Conduct Dunn pairwise comparisons only when the corresponding omnibus test is statistically significant at « = 0.05.

4. Apply Holm correction to all ten Dunn comparisons belonging to the significant outcome.

For Exploitability, the result was

H#)=9210, p=.056l, 1 = 0.0012. (A.34)

Because the omnibus Exploitability test was not statistically significant, no Exploitability pairwise differences were interpreted.
For Impact, the result was

H@4)=255983, p<.00l,  n} ~0.058. (A.35)

The significant Impact omnibus result warranted Dunn’s post-hoc analysis. After Holm correction, Wi-Fi exhibited significantly
higher Impact scores than Bluetooth,

Protm < 0.001, (A.36)
and proprietary RF,
PHolm = 0.0156. (A.37)

The remaining pairwise Impact comparisons did not remain statistically significant after Holm correction.
All statistical calculations were performed using the unrounded CVSS observations and unrounded intermediate results. Rounding
was applied only when presenting the final values in the tables and manuscript text.

Appendix B. Derivation of the CVSS v3.x Normalization Constants

The normalization constants were derived from the official CVSS v3.x Base-metric equations and permitted metric weights rather
than from the study dataset [34]. The Exploitability subscore is

E=822XAV X ACX PRxXUI. (B.1)
Using the maximum permitted weights, AV : N =0.85, AC : L=0.77, PR: N =0.85,and UI : N =0.85, gives

E .« = 8.22(0.85)(0.77)(0.85)(0.85)

(B.2)
= 3.887042775 ~ 3.887.

For the Impact subscore, the maximum Confidentiality, Integrity, and Availability weights are obtained when all three impacts
are High, such that C = I = A = 0.56. Therefore,

I[SSpx=1—(1=C)1=1I)(1—-A)
=1-(1-0.56) (B.3)
=0.914816.
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For Changed Scope, which produces the largest attainable Impact subscore over the permitted CVSS Base-metric combinations,

Smax = 7-52(1.8 S — 0.029) — 3.25(1 S'S,,0, — 0.02)1

(B.4)
= 6.0477304915 =~ 6.048.

Thus, E,,, = 3.887 and S,,,, = 6.048 are formula-derived normalization constants and not observed sample maxima. The latter is

the maximum attainable CVSS v3.x Impact subscore and should not be confused with the maximum CVSS Base Score of 10.0.
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